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Comprehensive Reinforcement Design Method of Controller
with Lightning Electromagnetic Pulse Immunity

ZHANG Jun-nan, CHEN Xi, ZHANG Min-yong, WANG Xin, TANG Zhao

(Beijing Institute of Astronautical Systems Engineering, Beijing 100076, China)

Abstract: A comprehensive design method is proposed to improve the electronic controller’s im-
munity against lightning electromagnetic pulse, by implementing intergrated designs with
different methods on hardware, software, hull and harness, to achieve optimal performance of
immunity towards lightning electromagnetic pulse. As verified by lightning electromagnetic pulse
tests, the design has exibited significant improvement in the immunity against lightning electro-
magnetic pulse and enhanced the safety of launch vehicle flying under lightning environments. The
methods of the design are universal, applicable to the reinforcement of traditional avionics, and
have high promotive value in the engineering industry.
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Fig. 1 Test for the equipment susceptibility to LEMP
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Tab. 1 Specifications of conventional controllers
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Fig. 2 Composition of controller
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Fig. 3 Failure tree analysis
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Tab. 2 Protective methods for shells
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Tab.3 Result of AHP method
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Fig. 5 Protective circuit for power entries
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Fig. 6 Protective circuit for digital inputs
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Fig. 7 Optimal hardening design for controllers
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Fig. 8 Shielding effectiveness of shell
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Fig. 9 Hardened avionics boards
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Fig. 10 Shielding effectivness test with tri-axial method
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Fig. 11 Post-assembly test
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Tab. 4 LEMP immunity test result
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